AUG-27-2004 FRI 11:02 'AM CONLEY ROSE & TAYON FAX NO. 5127031250 P. 



Amendments to the Claims 

This listing of claims will replace all prior versions and listings of claims in the application. 
Listing of Claims 

1 . (Cujrently Amended) A network system for providing a level of operation privileges to a user, the 
system comprising: 

a first computational device comprising a plurality of identification tags and associated rule sets, 
wherein each identification tag and rule set pair establishes a level of operation 
privileges to the user; oad 

a second computational device adapted to program an access device with at least one of the 
identification tags upon authorization from the first computational device; 

a third.co mpiilatiQnaLd c. vice .adapted to program the-a.cj?.c ^dCAd.cj^itbLat.least o ne of the 
identirica.tion-tags_U32 Qn..authorization f rom theJ>.st.ec^ wta.l.ionaLdQvice; and 

whcrejiUhC-first. secon d, and third co^mitationaLdeyLces-arej uteTconnected via the Internet. 

2. (Original) The network system of claim 1, wherein the second computational device is further 
adapted to program an authentication device with a plurality of the identification tags and associated rule 
sels upon authorization from the first computational device. 

3. (Original) The network system of claim 2, wherein the authentication device is adapted to interface 
with the access device and provide the corresponding level of operation privileges to the user if the 
identification tag programmed on the access device matches with at least one of the identification tags 
programmed on the authentication device. 

4. (Canceled) 
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j 5. (Currently Amended) The network system of claim 4,1, wherein the access device is adapted to be 
periodically rc-authcnticated by the third computational device upon authorization from the first 
computational device, 

6, (Canceled) 

7, (Currently Amended) A network system for providing a level of operation privileges to a user, the 
system comprising an encoding device adapted to program an access device with at least one 
identification lag upon authorization by a central authority connected to the network systcnvlhaiisiliq 
Julcrnqt 

8, (Original) The network system of claim 7, wherein the encoding device is further adapted to program 
an authentication device with a plurality of identification tags and associated rule sets upon authorization 
by the central authority. 

9, (Original) The network system of claim 8 3 wherein the central authority is adapted to maintain and 
administer the plurality of identification tags and associated rule sets. 

10, (Original) The network system of claim 8, wherein each identification lag and rule set pair 
establishes a level of operation privileges for the user. 

1 1 - (Original) The network system of claim 10, wherein the authentication device is adapted to provide 
the corresponding level of operation privileges, if upon establishing a communication link with the 
access device, the authentication device matches the identification tag stored on the access device with at 
Icnst one the plurality of identification tags stored on the authentication device. 

12. (Canceled) 

13. (Currently Amended) A communication network for providing a level of operation privileges to a 
j user, the system comprising a central authority arranged in the networ!cthft.Li.li h<aJfaleme i: and 

comprising a plurality of identification tags and associated rule sets, wherein each identification tag and 
rule set pair establishes a level of operation privileges for the user. 

ti 
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14. (Original) The network of claim 13, further comprising an access device adapted to store at least one 
of the plurality of identification tags and an authentication device adapted to store a plurality of the 
identification tags and associated rule sets. 

15. (Original) The network of claim 14, further comprising an encoding device adapted to program the 
access device with at least one of the plurality of identification tags upon authorization from the central 
authority, 

j 16, (Currently Amended) The network of claim 44,15, wherein the encoding device is further adapted to 
program the authentication device with a plurality of the identification tags and associated rule sets upon 
aulhorizalion from the central authority. 

17. (Original) The network of claim 14, wherein the authentication device is adapted to interface with 
the access device and provide the corresponding level of operation privileges to the user if the 
identification tag stored on the access device matches with at least one of the plurality of identification 
lags stored on the authentication device. 

18. (Canceled) 

19. (Currently Amended) A network system for providing a level of operation privileges to a user, the 
system comprising: 

an access device adapted to store a programmed identification tag, wherein the 

identification tag is programmed upon authorization by a central authority 
j connected to the network systen Uhat is the In ternet; and 

an authentication device adapted to store a plurality of programmed identification 
lags and associated rule sets, wherein the plurality of identification tags 
and associated rule sets are programmed upon authorization by the central 
authority. 

20. (Original) The network system of claim 19, further comprising an encoding device adapted to 
program the access device and the authentication device upon authorization by tike central authority. 

»i 
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2L (Canceled) 

22. (Original) The network system of claim 19, wherein the central authority maintains and administers 
the plurality of identification tags and associated rule sets, and wherein each of the identification tag and 
rule set pair establishes a level of operation privileges for the user. 

23. (Original) The network system of claim 19, wherein the authentication device is farther adapted to 
interface with the access device and provide the corresponding level of operation privileges to the user if 
Ihe identification tag stored on the access device matches at least one of the plurality of identification 
tags stored on the authentication device, 

24. (Original) The network system of claim 20, wherein the access device is further adapted to be 
periodically authenticated by the encoding device upon authorization from the central authority, 

25. (Currently Amended) A network system for providing a level of operation privileges to the user of a 
vehicle^ the system comprising: 

an access device adapted to store a programmed identification tag, wherein the access device is 
programmed upon authorization from a central authority connected to the network 
system; and 

a vehicle comprising an authentication device adapted to store a plurality of programmed 
identification tags and associated rule sets, wherein the authentication device is 
programmed upon authorization from the central authority; 

wherein the central ^vitbority.maiat ains-and.ndmini sters tfte pIqra]ity_.o. C.idc,nti.fic.ation .ta gs and 
a ssoc iated rule sets, and wh,crein.eac]i jdentification tag and rule 5ct.p.air.c^bJishesa 
leyc] of.opc,rat ioii.prLYiteges to t he user of.lhp^c hiclej: 

means for bypa$£iTteih&cjin^^ p rivileges as.provid ed by the authenh'cation 

foyjee, flnd providing a disrim itaidTOeLa E operation priv>l£gg$;janij 
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future. access to the identification tag on the access device bv tihe. v enco,ding deYic£.ajid 
the authentication -device . 

26. (Canceled) 

27. (Original) The network system of claim 25, wherein the network system comprises the Internet. 

28. (Original) The network system of claim 25, further comprising an encoding device adapted to 
program the access device and the authentication device upon authorisation from the central authority. 

29. (Original) The network system of claim 26, wherein the authentication device is further adapted to 
interface with the access device and provide the corresponding level of operation privileges to the user if 
Ihe identification tag programmed on the access device matches at least one of the plurality of 
identification tags programmed on the authentication device, 

30. (Original) The network system of claim 26, wherein the authentication device is coupled to an 
engine control module to establish the operational parameters for the vehicle corresponding to the level 
of operation privileges provided by the authentication device. 

3 1 . (Original) The network system of claim 26, wherein the authentication device is further coupled to 
an electronics system to establish the operational parameters for the vehicle corresponding to the level of 
operation privileges provided by the authentication device. 

32. (Original) The network system of claim 26, wherein the authentication device is further coupled to a 
telcrnalics system to establish the operational parameters for the vehicle corresponding to the level of 
operation privileges provided by the authentication device. 

33. (Original) The network system of claim 28, wherein Lhe access device is further adapted to be 
periodically re-authcntlcatcd by the encoding device upon authorization by the central authority. 



4 
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34. (Original) The network system of claim 33, wherein the access device is further adapted lo sLore 
data associated with operational metrics of the user during the use of the vehicle, 

35. (Original) The network system of claim 34, wherein the encoding device is furdier adapted to re- 
authenlicatc the access device by retrieving the data and submitting the data to the central authority. 

36. (Original) The network system of claim 35, wherein the central authority is adapted to authorize the 
rc-aulhenlication of the access device if the data does not violate a level of eligibility for re- 
authcnticalion as established by the associated rule set corresponding to the level of operation privileges 
provided to the user. 

37. - 39. (Canceled) 

40. (Currently Amended) A method for providing a plurality of operation privileges to a user, the 
method comprising: 

establishing a plurality of identification tags and associated rule sets, wherein each identification 
tag and rule set pair corresponds to a level of operation privileges that may be provided 
to the user; aftd 

programming an access device with an encoding device operably linked via a network lo a 

central authority which administers the plurality of identification tags associated rule 
sets, wherein said programming occurs upon authorization from the central authority, 
and wherein the access device is programmed with at least one of the plurality of 
identification tags; 

programming an authentication. dQvj,ce_w,ith. the„encoding d evice, wherein the programming , 
occu rs upon authorization from the c entral au jho.ri ty fc .and„whc rein_the-authenti cation 
(ieyicc is programme^ .with a.pJATOlit y-QLthftidejJtificati o n ta as and associated nile„$c : l$; 

establishing a communication 1ink,b ctweeiiJhejac.c.e.S 5. device and thc aqitbe nJig:^ i Qn^d &sdse; 
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Wincing ^.identification tag storedx>n.the.access.devige_ai^ 
identified 

retajeyingth^^ access dexi,ce,if sai<! 

comparing results in a matc h of.the identificatio n, ta g .with at least one ofJhe. plurality of 
identificat ion tags; 

proyidi n& the corresponding level of oper ation privileges to ttejuser; and 

pro vidin g a^eTuRlil^eLo Cppcrajtiop prj[yi t tegcs„ tQ .the.user .if ^^idjcpmparjj^..dQQS„nplxcauM^ 
piatch.pf the id entification tag with at least o ne of the plurality of identi ficati on tags. 

41.-43, (Canceled) 

44. (Original) The method of claim 43, further comprising bypassing the corresponding level of 
operation privileges and providing an alternate level of operation privileges to the user dissimilar to the 
corresponding level of operation privileges. 

45. (Original) The method of claim 44, wherein said providing an alternate level of operation privileges 
comprises providing complete operation privileges to the user. 

46. (Original) The method of claim 44, wherein said bypassing the corresponding level of operation 
privileges comprises: 

receiving a request from the user for bypassing the corresponding level of operation privileges; 



and 



disabling future access to the identification lag programmed on the access device, 



47.-5L (Canceled) 
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52. (Currently Amended) A computer-readable medium comprising: 

first program instructions executable on a first computational device for authenticating an 

encoding device by a central authority coupled to the encoding device by a network; eft€l 

second program instructions executable on the firsL computational device for authorizing a 

request sent via the network from the encoding device for programming an access device 
with an identification tag, said access device useable for accessing a controlled 
environment; 

lhird prom m..m smis.tion& for .autho rizing a request 

identificat[on .^gs. 1dqr1tifip3.tioA.teS atomic. s.qt 

fourth program i nstructions executab l e on a second computational device fp^ p^Qvidingjlig 
SQTxespondim: lfcyeLof.op£Kitipn privileges to the use r. if the identification tag 
pro^rtuwd.in.t^ of the p lurality of 

identification .tagp.prog 

wherein the fourth program. mstruclioriJ^u^ a default leyel .of 

ORSBiL<ffl.Pll^ device 
^ QfiS not jnalpbL3Kilh .at.tcastone of the plural ity. of jdentiltQati.QTxlj^s.pri? griUntnc.d in th e 
jiuthcntjcatipii.<J.QrvKQ;ji3d 

.Oflh program in.str.Lielion, , !i..cxsj.cuta hle..oa.the seco nd computational dcvicc CQdto^ajjdi^&P. 

^n^sponding. level, of operation j?. ri.yileiw$.imd prov iding a dissi mi^rJ.eveJ.olopc.7:a,tion 

53. - 56. (Canceled) 
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57. (Currently Amended) The conaputer-i^ftbk^ iQadabJ e-Carricr medium of claim 56^2, wherein the fifth 
program instructions ore further executable for disabling future access to the identification tag 
programmed in the access device, 

58. (Currently Amended) A computer-readable medium comprising: 

first program instructions executable on a first computational device for authenticating an 

encoding device by a central authority coupled to the encoding device by a network; end 

second program instructions executable on the first computational device for authorizing a 

request sent via the network authenticating a first access device, wherein the first access 
device comprises a programmed identification tag associated with a level of operational 
privileges for a user^ 

jyhcTQin.lhe seopnd prj?jsranLi^^ $o.,retricyc data. fipm. the. access 

devi c*.o, :w hs K*iR.tho_d a ta^ for the, c orrespond in g 

level, of qpcrajion.privileges provjdedJtaAhQAis^ 

wherein th e sec ond pro g ram instructi ons arg_fUrther executable for, auth 

rvoue5t.if Xhe..dala -C OnfQnrt$-.to_tbeJevel.of eligi bility for authenti cation aa.e$tahlis hcd. for 
( thc.cprri?sponding level .of. PpQ^oryxm^g^ 

jhird program ..instructions, executable. Qri JibQ-C.0m p.UJati0JiaLdeviQe for au thenticating a.sccon^ 
access de vice.t o th e cen t ral auth ority; and 

wherein the third program ingtruetionsjiie -fiirlher-cxecutable for authori7.ing,tbe oulhenucatioa 
rcqiiestjf the second acces first access dcyic.e. 

59. -62, (Canceled) 
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